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2 Revised Contents:

Current contents

Revised contents

Reasons for
revision

N/A

4.1.2 Create and maintain
relevant rules and SOP.

New Added

N/A

4.2.2 Create and maintain
relevant rules and SOP.

New Added

N/A

4.5 Security Committee

New Added

N/A

6.7 IP Management Rules
6.8 Computer Management
6.9 USB Device Control
6.10 Electronic Information
Media Specification

6.11 Auditing

6.12 Others

6.13 Penalties

New Added

6.2.1 Disclose the
confidential information

B. Check with the legal
affairs unit to make sure
whether a NDA has been
entered into between the
company and the persons;
C. If the NDA has not yet
been concluded, download
the standard NDA form from
the legal affairs unit and
conclude ti with the
persons. One copy of the
NDA bearing personal
signatures of the persons or
their responsible persons
shall be submitted to the
legal affairs for record upon
conclusion of the same.

D. The special terms and

6.2.1 Disclose the
confidential information
B. NDA or LSA must be
signed, then following the
internal relevant operating
procedures to deliver R&D
materials.

The relevant
provisions of
the contract,
please refer to
the regulations
that made by
the Legal and
Intellectual
Property Rights

Div.

Abolished
the original
B~G
articles
New added
B article
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conditions, if any, shall be
conveyed to the legal affairs
unit for review prior to
conclusion of the NDA;

E. The information may be
disclosed to the authorized
persons on a need-to-know
basis.

F. The legal affairs unit
provide necessary legal
advice to the disclosing
party;

G. The legal affairs unit has
to manage and update the
company’s NDA database.

6.2.2  Receive the
confidential information
from others

A. Submit the NDA form
provided by the persons
voluntarily to the legal
affairs unit for review prior
to concluding the same;

B. Treat the confidential
information received from
the persons as the
company’s internal
confidential information and
strictly comply with the
NDA,;

C. The legal affairs unit
review the NDA form
provided by the receiving
party, and advise on
amendments to the same;
D. The legal affairs unit has
to manage and update the
company’s NDA database.

6.2.2  Receive the
confidential information
from others

A. Submit the NDA form
provided by the persons
voluntarily to the legal
affairs unit for review prior
to concluding the same;

B. Treat the confidential
information received from
the persons as the
company’s internal
confidential information
and strictly comply with the
NDA,;

The relevant
provisions of
the contract,
please refer to
the regulations
that made by
the Legal and
Intellectual
Property Rights
Div.
® Abolished
the original
C&D
articles
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6.3.3 Destruction of 6.3.3 Destruction of Changed

confidential information
6.4.5 Tangible service of
confidential information

“Administrative Dept.”

confidential information
6.4.5 Tangible service of
confidential information

“Human Resources
Development Div.”

Division Name.

6.4.3 FTP transmission
A. Follow internal rule,
apply FTP account and
permission;

B. According to section 5.3,
data has to be encrypted;
C. Information Technology
Div. has to backup and
delete FTP data regularly;
D. Information Technology
Div. has to protect security
of transmission.

6.4.3 FTP transmission
A. Follow internal rule,
apply FTP account and
permission;

B. According to section
5.3, data has to be
encrypted;

C. Information Technology
Div. has to backup and
delete FTP data regularly;
D. Information Technology
Div. has to protect security
of transmission.

E. Got VP or above
approval, external party can
create more than one FTP
account.

F. Information Technology
Div. has to delete data of
FTP Server regularly.

New added E&F
articles
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1 Purpose
The Security Policy (the “Policy”) is enacted in order to protect Company’s
valuable assets and keep business running.

2 Scope
Apply to all of the Company’s existing employees.

3 Definitions
3.1 Assets:
Two types
A. Information Asset:
a. Electronic documents
b.Paper documents
c. Design data
d. Software
e. Other electronic data
B. Secure Asset:
a.Physical data carriers
b.Devices
c. Masks
d. Equipment
e. Other Physical Objects

4 Roles and Responsibilities
4.1 IT Division :
4.1.1 Based on Policy, design and configure systems control.
4.1.2 Create and maintain relevant rules and SOP.

4.2 Audit department :
4.2.1 Based on Policy, design and execution security audit.

4.3 Information Security and Document Center :
4.3.1 Design and update Policy

4.3.2 Execution assets assessment

4.4 Divisions:
4.4.1 Assets are classified
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4.4.2 Update and maintain assets list

4.5 Security Committee:

4.5.1 The Security Committee consists of the general manager, high level
managers, director of the Information Technology Div., head of the
Auditing Unit, and head of the Information Security and Document
Center. Regular meetings are held to review issues related to the
security.

4.5.2 The resolutions of the Security Committee shall be followed up by
the responsible units and the rules or regulations shall be revised.

S Policy
5.1 Classification Matrix
5.1.1 Information Assets :

Level Definition

Top Secret Information that may put the whole business at
risk if disclosed.

Secret Level2 (SL2) | Information related to the security of the ALi
products that may put the overall security of a
product at risk if disclosed.

Secret Levell (SL1) | Information related to the security of the ALi
products that may facilitate a security breach if
disclosed.

Strictly Confidential | Information that may have a direct impact on
legal, financial, security or intellectual property
issues of the ALi if disclosed.

Confidential Information which may impact the ALi if
disclosed without restrictions to third parties..

Internal Information of internal use with no negative
impact on business if disclosed.

Public Information of public release with no negative
impact on business if disclosed.

5.1.2 Secure Assets :

Level Definition

Secret Levell (SL1) | Critical impact on the business and/or
customer(s) in case of loss, theft or unauthorized
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accCess.

Strictly Confidential | Important workload would be required in case of
loss, theft or unauthorized access.

Public Does not need specific protection

5.2 Protection Rules
5.2.1 Marking Rules:

A. Information Assets Marking

Level Definition

(electronic or hard
copy)

Documents Office (Word /Excel/PowerPoint) & PDF :

Marked with classification.
Before out-bound delivery, documents have to
convert to PDF format and configure security

setting and embed watermark.

Security setting:

1. Forbid print/copy/modify

2. according to data sensitive level, enable
"Document open password" function

Watermark format:

Authorized company name, recipient name
and delivery date. (e.g.
Kingstereo_Roger_20170825)

Exception: documents of Contract,
Government, banking, accounting firm, and

business need.

Design data ,
software, other
electronics data

If design data are plain text format, the
security statement must be embedded. (ref.
9.1)

For SL1, SL2 Secret levels, the filename shall
be postfixed with the classification level in an
abbreviated format with SL1 or SL2 (e.g.
Test_SL2.tar).

Email No marking except in attachments if containing
Information Assets.

B. Secure Assets Marking
No marking is wished to have the Secure Assets being
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handled as “Incognito”. Solely SL1 assets shall be marked
with serial number.

5.3 Handling Rules

5.3.1 Information Assets Handling Rules
Authorization | Permission Store Out-bound delivery
Top Secret VP + NDA Read Never allowed
Secret Level2
Yes, ref. 9.2
(SL2) Read Clean Room
BU Head
Secret Levell Write
Yes, ref. 9.2
(SL1)
Strictly Read Yes (via Email/FTP) with
Confidential Director Write PGP encryption.
Confidential Print Yes
Corporate
Department Read
Internal network Yes
Head Write
Print
Public Yes
Copy
5.3.2 Secure Assets Handling Rules
L Tracking & )
Level Authorization | Storage . Transport Destruction
inventory
-Unit level
tracking in a
The area ;:\I;:;i)lzed
Secret with Every gc;ck Returned to
Levell (SL1) BU head physical move is ALi for .
access destruction.
confirmed by
control. . .
the signature | . Logistics
of the companies
receiver. transport
The area * Hand
with Quantity Carry Secure
Strictly . . Scrapping
. Director physical based .
Confidential . process with
access tracking .
certificates
control.
Secure
Public Free None. Scrappmg
process with
certificates
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6 Operation

6.1 Degrading and reclassification

Decide whether it is necessary to degrade or reclassify the existing
classification, in the case of any change to the impact to be
produced by the company’s operating environment and
information to the company.

6.2

6.1.1

6.1.2 After confirming that it is necessary to degrade or reclassify the
classification, post such message to users.

Disclosure, acceptance and loss

6.2.1

6.2.2

6.2.3

Disclose the confidential information

A.

B.

Confirm whether such disclosure is required or not and seek
the competent supervisor’s approval;

NDA or LSA must be signed, then following the internal
relevant operating procedures to deliver R&D materials.

Receive the confidential information from others

A.

B.

Submit the NDA form provided by the persons voluntarily to
the legal affairs unit for review prior to concluding the same;
Treat the confidential information received from the persons
as the company’s internal confidential information and
strictly comply with the NDA;

Lost the confidential information

A.

Prepare the summary report upon receipt of report for loss or

inadequate disclosure of confidential information, and inform

director and BU head. To call the investigation and

response meeting, after gathering data and evidence by

investigator that has been assigned by BU head.

The summary report shall contain:

a. User’s basic information (name, department, and job
title);

b. Date, time, place, related parties and brief of the matter;

c. Estimate the potential impact to the company;

d. Corrective action to be taken;
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e. Other necessary information.

C. Discuss and assess the cause and level of impact, and draft
the concrete corrective and preventive action plan, inform the
relevant staff and supervise the conduct of the action plan.

6.3 Retention, reproduction and destruction
6.3.1 Retention of confidential information
A. According to section 5.3, all of the confidential information
shall be storage and access control.
B. All of the emails will be retained for six months only except
controversial issues

6.3.2 Paper document of confidential information

A. Security level of Strictly Confidential (or above) cannot be
printed to others arbitrarily. Any paper document shall be got
approval by the information owner or follow standard of
procedure to get it.

B. Ensure that the identification of confidential information
grading and remark on the reproduction is readable.

C. Wait beside the printer, copy machine or other printing
machines until completion of the reproduction.

D. Forbidden any information data to be printed by external
parties. If urgent or special case, external parties have to sign
the NDA.

E. Review whether the user’s request form has been approved by
the applicant supervisor;

F. Paper document delivers to applicant when finished the
application process;

G. The applicant’s name and delivery date shall be marked in
the central area.

6.3.3 Destruction of confidential information
A. Contracts signed units are based on clause of contractual to
destroy the confidential information.
B. Paper document of confidential information shall be
destroyed by shredder. Human Resources Development Div.
announce the recall date to collect assets that should by
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C. Human Resources Development Div. responsible for deleting
confidential data that stored on multi-media, such as video
tape, recording tape, disk, magnetic tape and CD. It must be
erased or low level formatted before destroyed. If it is
impossible to destroy the data, it has to be demagnetized or
take apart the principal parts.

D. The wastes such as PCB and IC chips, shall be handled by
Material Management Div.;

E. Human Resources Development Div. responsible for
publishing and recalling the destroyed assets or items;

F. Human Resources Development Div. responsible for
supervising transportation and destruction of destroyed
assets;

G. Information Technology Div. responsible for destroying
inbound and outbound emails over than six months.

6.4 Transmission and transportation
6.4.1 Fax

A. The confidential information shall not be transmitted via fax
machine;

B. After faxing, call the receiver to confirm the contents and
number of pages;

C. Wait beside the fax machine when faxing confidential
information, until the receiver has received the information in
whole;

D. If faxing failed, please delete the data from fax machine.

6.4.2 Email transmission

A. The internal email identified as Strictly Confidential and
Secret Level 1 are prohibited ‘reply, forward, and copy and
paste.’

B. According to email delivery rules, external transmission has
to be monitored and controlled;

C. According to section 5.2 and 5.3, external transmission has
to be encrypted;

D. When external transmission, please activate the automatic
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feedback function confirming the receipt to make sure

whether the recipient receives the information in whole.

If the feedback acknowledgement follow-up shows that the

email was sent in error, please contact the recipient to delete

the email immediately;

If it is necessary to keep the recipient’s identity confidential,

please send the email in the form of blind carbon copy;

Prohibit send internal data to private email account;

The company’s email system is only for official use. The staff

shall follow the rules for official use and avoid using it for any

personal purposes as practical as possible.

To protect the company’s confidential information, the

company may audit in the following manners:

a. According to the Electronic Information and Media
Management Policy rules;

b. Got VP’s approval, supervisor can get auditing content.

6.4.3 FTP transmission

A.
B.
C.

Follow internal rule, apply FTP account and permission;
According to section 5.3, data has to be encrypted,;
Information Technology Div. has to backup and delete FTP
data regularly;

. Information Technology Div. has to protect security of

transmission.

Got VP or above approval, external party can create more
than one FTP account.

Information Technology Div. has to delete data of FTP Server
regularly.

6.4.4 USB transmission

A.
B.

According to section 5.3, encrypt data;
After data transmission, delete data from USB device.

6.4.5 Tangible service of confidential information

A.

The confidential information to be transmitted internally
shall be served personally as practically as possible, and
received by the recipient personally. If it is impossible to serve
the information personally and it is necessary to transmit it
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via the internal transmission system, please put the
confidential information into a non-transparent envelop or
bag and seal the same. Hand it over to the mailing unit for
transmission.

B. To transmit the confidential information, please put it into a
non-transparent envelop or bag and seal the same. Then,
please use another envelope or carton to wrap and deliver it
to Human Resources Development Div.

C. After transmission in such tangible form, please check with
the recipient to make sure whether she/he receives the
information in whole.

D. Human Resources Development Div. provide the
consignment order to the sender, and ask the recipient to
sign to acknowledge the receipt of information documents;

E. Human Resources Development Div. selects a creditworthy
courier service provider to provide the service.

6.5 Control items of IC Design Data
6.5.1 Classification
A. Design Data must to be classified based on 5.1 rules
6.5.2 Development environment
A. Build up an isolated network for dedicated system.
B. Set up dedicated systems and folders for Design Data and
Folders must be configured different security controls (eg.
security label marked, permission, ) based on assets
classification.
6.5.3 Data Usage
A. Any kind of data’s behaviors (e.g.
Development/exchange/store) must be completed in
Development environment.
Setting permission for data exchange and access
Enable Log function to record all data’s behavior.
Data cannot be stored in Personal Home Folder.
Forbidden capture any content of data through handwritten
copy / print / audio record / video record / photo
6.5.4 Exchange
A. Must be got approval, if any data want to move out the
Development environment.

©o 0w
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B. Execute backup activity when moving out data and backup
data must be checked by supervisor regularly.
6.5.5 Permission
A. Permission must be reviewed and configured based on project
phase.
6.6 Management rule of IC workstation account and folder
6.6.1 According to Project, every team member has his own dedicated
account and configures permission.
6.6.2 Permission will be configured by project phase.
6.6.3 Minimum quota of Home Folder.
6.6.4 Permission control of Project Folder
A. Close any access right when entering MP phase.
B. 6 months after entering the Tape Out phase, close any access
right
C. Got approval, to re-open access right

6.7 IP Management Rules
6.7.1 When got external IP and relevant data, receiver have to deliver it
to the Information Security and Data Center.
6.7.2 Before using the specific IP, user has to sign the NDA of Secured
IP.
6.7.3 According to the requirement of IP’s control, Information
Technology Div. has to set up suitable development environment.

6.8 Computer Management
6.8.1 Itis forbidden to bring a personal computer to the company before
approval.
6.8.2 Relevant computer control mechanisms and networking access
rules must be implemented by Information Technology Division.

6.9 USB Device Control
6.9.1 It is forbidden to use USB devices for download data, except for
work requirements.
6.9.2 Following the procedure that made by authority unit to get the
permission of export data to USB device
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6.9.3 Relevant USB device control mechanisms must be implemented
by authority unit.

6.10 Electronic Information Media Specification
6.10.1 Rules of E-mail system, instant messaging, and network
publishing, please follow the key points of the electronic
information media specification
6.10.2 Relevant E-mail control mechanism must be implemented by
authority unit.

6.11 Auditing
6.11.1 The tracks must be retained when auditing or checking
important/sensitive content.

6.12 Others

6.12.1 Hiring and resigning, please refer to the Rules that made by the
Human Resources Development Div.

6.12.2 Door access control, please refer to the Rules that made by the
Human Resources Development Div.

6.12.3 The relevant provisions of the contract, please refer to the
regulations that made by the Legal and Intellectual Property
Rights Div.

6.12.4 The holder of technical data shall keep it well and return it when
resigned. If it is lost, follow Article 6.13 to handle.

6.13 Penalties
6.13.1 If colleague violates the provisions of this policy, it will follow the
employee's code of conduct to handle.

7 Record
None

8 Implementation and Revision
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This Code is implemented after approval by the President. The same shall be
applicable for any revision.

9 Attachment
9.1 The security statement
9.2 SL2-1 outbound delivery SOP

—END—
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